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Reinhold TROCKER
>25 years of experience in IT
~ 20 years of experience in |T security

Master of computer science (Dipl-Ing)in Vienna (AT)
(ISC)2 CISSP

~ 20 years at data center for local banks in South Tyrol (IT)
~1year at Wuerth-Phoenix as technical consultant for Neteye SIEM

reinhold.trocker@wuerth-phoenix.net




NetEve

Agenda JUser Group
AF 20235

Eine Einflihrung in Elastic und seine Bedeutung fiir die Suche
und Analyse von Daten

Vorstellung von neuen Funktionenund Verbesserungen in NetEye SIEM
powered by Elastic

Erfahrungen und Herausforderungen bei der Implementierung




NetEve

Agenda JUser Group
AF 20235

Eine Einflihrung in Elastic und seine Bedeutung fiir die Suche
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Herausforderungen der IT-Sicherheit
Daten + Personen
Aufgaben
Speed
DATA
SIEM
Architektur

Security Workflow im Schnelldurchlauf
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THE DATA DILEMMA

1B+

DataDomains  EventsPerDay  SOC Analysts

Practitioners analyze Most organizations Security Operation
endpoint, cloud, average 1 billion Centers vary in size,

network, application, events per day but most have less
user, and more! than 5 analysts
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What does security need today?

0 Slow down the —— Speed up the
q attackers -—/ defenders

Make it actionable at scale
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v

Elastic Security

SIEM, Endpoint, Cloud

Monitoring Threat Prevention Hunting and
and Compliance and Detection Incident Response
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Lack of pattern
recognition

Lack of access

- Lack of

analytic power

Data is the common T
, 8 o
denominator )

Lack of time

Lack of team members
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SIEM

— is the foundation —
of Elastic Security
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The Elastic Search Platform

jo)

Enterprise Search Observability

Kibana
Explore, Visualize, Engage

Elasticsearch
Store, Search, Analyze

Integrations
Connect, Collect, Alert
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QUICKLY SHOW WORKFLOW
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2. Ingest & Normalize All Security Data
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3. Automated Detection and Alerting
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4. Threat Hunting
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5. Alert Triage
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6. Investigate
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Eine EinfUhrung in Elastic und seine Bedeutung fur die Suche und Analyse von Daten
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Neteye alt vs. neu
Liste einiger Anderungen
Benutzerfreundlichkeit

Performance




Changes?

@ O | = AcncNere X | G Home - Hastic x +
C A i " x B

hitps://phasiemtest wplany

Welcome home

»

Enterprise Observability Security
Search

Prevent, collect, detet,
and respond ta
ot

unified p

andtools. ye

Get started by adding integrations

=]
S
@
a8

Analytics
Explore, visualize, and
anaiyze your data using a
powerful sute of al

naly

tools and app|

Try managed Elastic

use one of our many ingest -
options. data from an app or service, o upload a file 0
s , » . o ud. Well help you
If you're not ready to use your own data, play with a sample i
data set. A
Move to Elas
2 Trysampledata & Uplaad a fle
About :: NetEye X |
| htipsy/pbzsiemtestwp.lan/neteye/about Ay B & m =
Search oruse Quick navigation

About | C

NetEvye™

NetEye release 4.31 (Scottish Heavy 70/-)

7433

Loaded Libraries

NetEye 4.27 vs

;: B | = Lop Mamager ety ®

c A bt //neteye2 testdomain/r d E G O

Welcome home

»

Enterprise Observability Security Analytics
Search

Xplore,

e, and

yze your data using a
suite of analytica

Get started by adding integrations
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If you're not ready 1o use your own data, add a sample data
set
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Search oruse Quick navigation

About = C
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Some changes

Kibana index patterns -> Kibana data views
APl keys authorization editable
*pbeats -> elastic agent with integrations
more elastic integrations (~ 270 -> 340)

APM, http json, hadoop, GCP storage
beta integrations available (~30)

enhanced integrations
TCP listener + TLS
XDR...

All categories

AWS

Azure

Cloud
Communications
Config management
Containers
Credential Management
Custom

Custom Logs
Database

DNS

EDR/XDR

Elastic Stack

Email

File storage

Firewall

Google Cloud

All categories
APM

AWS

Azure 25

Cloud 5
Containers 15
Custom 34
Database 36
Elastic Stack 30
Elasticsearch SDK 9
Enterprise Search 36
Google Cloud 19
Network 53
Observability 112
Operating Systems 6
Productivity 1
Security 165

X Display beta integrations
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Find ap)

Integrations Endpoint Security

< Browse all integrations

. . Version Agent policies
Endpoint Security 130 0
‘ Overview Integration policies  Assets  Settings  Advanced

Endpoint Security Integration

This integration sets up templates and index patterns required for Endpoint
Security.

Compatibility

For compatibility information view our documentation .

Logs

The log type of documents are stored in the logs-endpoint.* indices. The
following sections define the mapped fields sent by the endpoint.

alerts

EXPORTED FIELDS

Field Description Type

Dateftime when the event
originated. This is the
date/time extracted from

the event, typically

representing when the
event was generated by
the source. If the event
@timestamp
source has no original
timestamp, this value is
typically populated by the
first time the event was

) Add Endpoint Sec|

Details
Version
Category

Elasticsearc
h assets

Features

License

13.0
Securit

Ingest
pipeline
Index
templat

Transfol
logs, mg

basic

Elastic Defend

Integrations

< Back to integrations

i Version Agent policies
Elastic Defend roon s
Elastic Agent
Overview Integration policies Assets  Settings  Advanced

Elastic Defend Integration

Elastic Defend provides organizations with prevention, detection, and response
capabilities across Windows, macO$, and Linux operating systems running on
both traditional endpoints and public cloud environments. Use Elastic Defend to:

Prevent complex attacks - Prevent malware (Windows, macOS, Linux) and
ransomware (Windows) from executing, and stop advanced threats with
malicious behavior (Windows, macQS, Linux), memory threat (Windows,
macOS, Linux), and credential hardening (Windows) protections. All powered
by Elastic Labs and our global community.

Alert in high fidelity - Bolster team efficacy by detecting threats centrally and
minimizing false positives via extensive corroboration.

Detect threats in high fidelity - Elastic Defend facilitates deep visibility by
instrumenting the process, file, and network data in your environments with
minimal data collection overhead.

Triage and respond rapidly - Quickly analyze detailed data from across your
hosts. Examine host-based activity with interactive visualizations. Invoke
remote response actions across distributed endpoints. Extend investigation
capabilities even further with the Osquery integration, fully integrated into
Elastic Security workflows.

Secure your cloud workloads - Stop threats targeting cloud workloads and
cloud-native applications. Gain real-time visibility and control with a
lightweight user-space agent, powered by eBPF. Automate the identification
of cloud threats with detection rules and machine learning (ML). Achieve rapid
time-to-value with MITRE ATT&CK-aligned detections honed by Elastic
Security Labs.

View terminal sessions - Give your security team a unique and powerful
investigative tool for digital forensics and incident response (DFIR), reducing
the mean time to respond (MTTR). Session view provides a time-ordered
series of process executions in your Linux workloads in the form of a terminal

@ Add Elastic Defend

Details
Version
Category

Elasticsearch
assets

Features
Subscription

Changelog

8.8.0

EDR/XDR,
Security

Index
templates
Transforms 2

Ingest
pipelines

logs, metrics
basic

View
Changelog
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& elastic

Integrations Endpoint Security

< Browse all integrations

Version

Agent policies Add Endpoint S 1 Version Agent policies .
Endpoint security 13.0 Q E|aStIC Defend 8.8.0 o @ Add Elastic Defend
Elastic Agent
‘ . . - . ‘ Overview Integration policies Assets  Settings  Advanced
Overview Integration policies  Assets Settings Advanced

& elastic

< Back to integrations

Integrations

QU Find apps, content, and more.

Elastic Defend

Elastic Defend Integration

Endpoint Security Integration Details Elastic Defend provides organizations with prever* d
This integration sets up templates and index patterns required for Endpoint Version 1.3.0 capabmng§ across W'WOWS' macos ~ - C\G“
s - both traditional endpointe ~ m\G
ecurity. “a
Category Securit G" d\;
~ . S

Compatibility Elasticsearc  Ingest Q\““

h assets pipeline

For compatibility information view our documentation .

Logs

The log type of documents are stored in the logs-endpoint

following sections define the mapped fields ser* * “‘
SdmﬁGYmg

alerts

EXPORTED FIELDS

Field

=<Titfication
‘\5\‘ «riing (ML). Achieve rapid
\'\ ~a"detections honed by Elastic
e Y
@timestamp

wsions - Give your security team a unique and powerful
t,anve tool for digital forensics and incident response (DFIR), reducing

the mean time to respond (MTTR). Session view provides a time-ordered
series of process executions in your Linux workloads in the form of a terminal

1.3.0->V 8.8.0
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Ease of use

= . Integrations Elastic Defend Add integration [@ send feedback

¥ Add Elastic Defend integration i o

Configure an integrati

for the selected agent policy.

This package has 2 transform assets which will be created and started with the same roles as the user
installing the package.
o Configure integration
Integration settings Intearation name
Choose a name and description to help identify wdrwinclients

how this integration will be used

Description Optional

> Advanced options

Select configuration settings

Use quick settings to configure the integration to protect your traditi points or ic cloud
environments. You can make configuration changes after you create the integration.

Select the type of environment you want to protect:

Traditional Endpoints (desktops, laptops, virtual machines) ~

o Data Callection
Augment your existing anti-virus solution with advanced data collection and detection
Mext-Generation Antivirus (NGAV)

M.
pre

@ leaming malware, ransomware, memory threat, malicious beh:
ss telemetry

r, and credential theft preventions, plus

Essential EDR (Endpoint Detection & Response)
Everything in NGAY, plus file and network telematry

Complete EDR (Endpoint Detection & Response)

Everything in Essential EDR, pius full telematry

@ Where to add this integration?

New hosts  Existing hosts

Agent policy Agent policy

Agent policies are used to manage a group of window
integrations across a set of agents.

clients ~

1agent is enrolled with the sel

cted agent palicy,

Cancel
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Agent policy

‘r\gg’t (e A9 .yent policies are used to manage a group of windowsdlients ~

integrations across a set of agents.
1 agent is enrolled with the selected agent palicy.

Cancel

287
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Fleet Management got better, can deal with proxies
and more than 1 URL

Performance is better — ingestion and kibana Ul
More features (of integrations)

More features in kibana

Focus on data streams

*peats -> elastic agent
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For upgrades (neteye 4.30 / Elastic 7.17 -> neteye 4.31 / Elastic 8.8)

Follow all upgrade documentation at hitps://nefeve.guide

For integrators / programmers: get knowhow about data streams before
upgrading

prepare your environment (update all *beats) before upgrading
Integrations / Fleet / XDR / FIM: wait for Elastic8 when possible
Use XDR in ‘Data collection only’ when using other XDR solution in parallel
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‘1 Elastic Security

Prevent. Detect. Respond.

Endpoint security with Agent
« Ransomware & malware prevention

+ Memory threat prevention Kibana Prebuilt workflow
« Malicious behavior protection Monitor dashboards, detect at scale with ML & correlation, integ rations
streamline investigation with powerful workflows, & integrations e Security orchestration, automation, &
response (SOAR)
Prebuilt data integrations « Security incident response tools
Cloud: platforms, applications, APM Elasticsearch e Ticketing & case management

Network: logs, flows, traffic analysis Ingest data of any kind, store it for years, * Email, Slack, & custom tools

Hosts: OS & security logs, state, FIM search & analyze it in seconds
Users: activity, context
Host inspection & response
Agent Beats with Agent

Protect & collect Ship data without * On-demand osquery inspection
at every host adding overhead s Remote host isolation

loT & OT: sensors, physical security
Threat context: feeds & TIPs, CVEs

Elastic Common Schema

Prebuilt analytics

ML jobs, detection rules, investigation

guides, dashboards, searches For continuous monitoring, automated threat protection,

investigation & response, & threat hunting

The Foundation of Modern Security, Observability, and more




THE FORRESTER WAVE™

E Iastic named a stro ng E:is:)inl Detection And Response Providers
Performer in The : : Validated by (© MITRE Engenuity [2) Forrester xDR Wave
Forrester Wave for EDR e Elastic stops ransomware and Elastic named in The Forrester
Providers, Q2 2022

Linux threats in latest MITRE Wave Report for XDR

ex pe rts Engenuity Eval

offering
A

Pala Alto Mml@@ 2

Elastic envisions security as a data @ Gartner Peer Insights @ SIEM MQ

Hlastic (-7 . P
B CYDEEON -y yhaware Carbon Black Users choose Elastic for Gartner Gartner places Elastic in the
problem and prioritizes features Peer Insights Customer Choice 2021 Magic Quadrant for SIEM
that enable customers to use that Award

(@ FireEye ol
data as they see fit. Forteat 3 © Mehtee

. BlackBarmy Cylance-
It has nurtured an online o)
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