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Agenda

® The evolving threat landscape:
how Al is accelerating attacks

@® Beyond SIEM:
the path to an Al-native security
operations platform

® Live demo & case study:
observability and security in
manufacturing
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The world has
changed.

Nation-state capabilities are now
commoditized. Al has collapsed
the cost of attack. Breakout times
are measured in seconds, not
hours.
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CYBERANGRIFF TRIFFT FAHRZEUGHERSTELLEH

Kundendaten von Skoda kompromittiert

Ein unbekannter Angreifer hat ein von
Kundendaten zugreifen.

Zego (Produktionsstopp / Insolvenzantrag, Anfang 2026): Nach einem schweren Cyberangriff kam
es zu einem fast sechswochigen Produktionsstopp, der letztlich in einen Insolvenzantrag
mundete. @ Security-Insider

Skoda genutztes Sho, infiltri
Psystem infiitriert und ko
Auch Zugangsdaten sind betroffen meet

Hacker veroffentlichen

XplOitrs- her
interne BMW—Dokumen;e :;ff
d Con?::éen ce angeblichem Datenabg
: Daten kbnnten ir dlvmueleFa‘w'zeuudalénellma\an “ . G
j Geleakie Date! ' wu RT H | IT
GRAVITATE



Who is Elastic?

ELASTIC AT A GLANCE

(] o

@ Founded Head Quarter

in 2012 Amsterdam, Netherlands

o

% 4,200+ 25,200+

subscripion

42 54%
@ counres v @ pvpies "N CERTIFICATIONS

PCIDSS

companies trust Elastic
Compliance Standards
FJE\ 1500+ . 450+ FedRAMP
| Partners globally Turnkey integrations CSA Star
ISO/IEC 27001
ISO/IEC 27017

ISO/IEC 27018

DOWNLOADS

ISAE 3000
SOC 2
SOoC 3
TISAX
HIPAA
FINANCIALS Cyber Essentials Plus
IRAP
. . CyberGRX
FY2025 Highlights https://www.elastic.co/de/trust
$1.483B $688M 1,510+ ~112%
Total Revenue Elastic Cloud Revenue $100K ACV customers Net Expansion Rate
https://www.elastic.co/about
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https://www.elastic.co/de/trust
https://www.elastic.co/about

One platform, two out-of-the-box solutions, the freedom to build anything

o C Build your own

Out-of-the-box solutions > ----------

=» Elasticsearch
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@" Security

Ingestion Processing
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Search Al Platform

Storage Search

Search Al Lake

Al analysis
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Visualization

G

Agents and
workflows



The "platformization” of IT and OT is bringing observability and
security analytics together
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Context Behavior

Passive
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eneration Collected at the OT

Network sensors, DMZ, one way
historians, OT alerts

Classify. Standardize

p Confeetréence
FF 2026

Observability
------ 1 | |
i , __ Service&PlantTopology
P S it ! '
1 OT Protocol | ' Internal IT |« Customer- Plant
: Context : Facing Apps Systems

System of Action N

Data Pipeline ! Data Storage

Enrich. Route. Transform Hot. Warm. Cold. Frozen
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Analytics

Search. Investigate. Report

Detect. Respond. Automate

@elastic
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The path to increased analyst productivity and reduced risk

Adopting Al in the SOC means giving analysts decision-grade detection against sophisticated attacks

Adversary model

Behaviour Relevance

Decision-
grade
detection

Case-ready

NetEye
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Telemetry
® Endpoint agents
® Network data

Adversary model

® ATT&CK-mapped rules
® Behavioural detections

Context
® Al-assisted triage
® Asset criticality

G
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® Existing SIEM sources
® OT monitoring data

® Detection-as-code
® OT attack techniques

® Threat intel feeds
® Case history



Evolution of security analytics

A hypothetical, Al-native security operations architecture

FUTURE SECURITY OPERATIONS LAYER

1 SECURITY TOOLS 2 DATA FABRIC & INGEST 3 STORAGE, DETECTION & ANALYTICS 4 Al RESPONSE & AUTOMATION

Threat-intel SIEM / data lakes

Triage - investigate
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= Data pipeline < i I
o %) . .
o & Al-native detection &
response platform Human-on-the-loop

SOC tier 1/2/3 analyst

Elastic's own TDIR team is 10 people, protecting ~4,000 employees across 35 countries against ~250 TB of security data a day.
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Elastic will improve SOC analyst experiences & reduce security risk

Integrates...
The Al SOC

Starts with...
The platform

Built on...

Your Structured
& Unstructured
Data

NetEye
.JConference
Y 2026

w’ Elastic Security

| m—
-\ S
9 & © &g
EDR SIEM Security  Alert Zero Entity
Labs Analytics
a )

% Security Data Mesh

o - [ s— | i?
o " o (
-4 S0
Ingest Process Storage & Search Al &ML Visualization Workflow

Replication Analysis Automation

Elasticsearch Platform
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Logs, Alerts, Documents, Knowledge Bases, etc.
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DEMO

Live demo: how Elastic uses Al to distill
millions of events a day into a handful of
context-rich SOC cases - from ingestion
through automated triage to response,
working alongside NetEye.

NetEye
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SI E M E N S The challenge

« ~2.5-3 people a year lost to running data-centre

Manufacturing | Germany infrastructure
* New detection rules queued in a 3-4 week
~o 1 7 o backlog
. . - Factory team found problems only after users
SOC cases distilled from 6 billion events a day did

~5,000 hrs

of analyst time reclaimed every year

With Elastic

6 billion events a day correlated into ~170 SOC
cases across 300,000+ endpoints

‘ We have effectively given our team 5,000 - Detection rules ship in under a week
hours back every year, time we now invest in

staying ahead of adversaries rather than
catching up with logs.

- Machine learning flags behavioural deviations
and cuts false positives

« Amberg factory team now spots issues before

Ricardo Oliveira, Head Engineering Protection and
users do

Automation Solutions, Siemens

NetEye
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Thank you.

From SIEM to an Al-native security and
observability platform, with Elastic and NetEye.

Markus Breuer | Security Specialist, Elastic DACH |
elastic.co/security

NetEvye™
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