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RANSOMWARE

IS NOT
A CRISIS OF IT!



The New Reality
Cyber Attacks have doubled. Executive readiness has not.

+ 55%
increase in ATTACKS 

2026 Q1

< 2%
of C-suite teams

TRAIN



The Cost of Inaction
No Leadership – losses multiply. Money, trust, and time.

12%
of Total Equity
demanded as

Ransom

€1.4M
average direct cost

in 2026

21 days
average
DOWNTIME



Who We Are
Built by Crisis Negotiators – Trusted by Leaders.

Est. 2011 by Hostage Negotiator Michael Sjøberg

FBI, Scotland Yard,  Danish Intel Services trained

160+ Ransomware Attacks

12-person team

Trusted by NC3, Europol & FBI





Our Philosophy
Crisis Negotiations are risk and cost management.





PRINCIPLES
How to do Excellent Crisis Management

GPS: GOAL – PURPOSE – STRATEGY

ACTIVE, RATIONAL DECISIONS

THE RIGHT ADVISORS: IR, LEGAL, COMMS, NEGOTIATORS

CLEAR LEADERSHIP

OVERDOING STRUCTURE

DOCUMENTS USED IN PRACTICE



AGENDA
Steal this for your crisis meetings

TECHNICAL

FORENSICS

CONTAINMENT

RECOVERY

COMMS

MEDIA & PRESS

CUSTOMERS

EMPLOYEES

LEGAL

DATA PROTECTION

POLICE

INSURANCE

LAWSUITS

PERPETRATORS

INTELLIGENCE

RISK MITIGATION

DECRYPTION

TIME



THE HIDDEN ENEMY
Ransomware Gangs are Run like Companies. Sort of.



PERPETRATORS



DAY 1 (morning)

Spear phishing email 

received containing 

malicious JavaScript file

DAY 5 (night)

Ransomware 

deployment, but 

blocked by the AV first

DAY 6 (morning)

Delta contacted for 

assistance with crisis 

negotiations

DAY 8 (morning)

File list received. 2+ TB 

stolen. Separate team 

starts risk analysis

DAY 6 (noon)

Negotiations begin. 

Exfil server found 

by IR-team and 

suspended

DAY 30

Plan for shutting down; 

Board will not pay. 

Scheduling leak to 

ensure communications 

are ready

DAY 34

Data is leaked. TA says 

goodbye and take care.

BLACK BASTA
Timeline of an attack



12% EQUITY
Black Basta’s Standard Demand



Leaking on Purpose



”Stay Safe”



AKIRA & LARS
”But how am I to do this?”



FROM AKIRA WITH LOVE



The Deal is over.



Executive Crisis Readiness
From Chaos to Control – in Hours, not Weeks.

24/7
Crisis
Hotline

Executive
Ransomware
Crisis Plan

Crisis 
Training 
C-suite



CONTACT
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